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Introduction

This document describes the features of the PFDump forensic tool. This tool provides a
quick and easy way to extract forensic metadata from Windows prefetch files. It is
designed to supplement your forensic tools such as EnCase, FTK, Hex-Ways Forensic,
etc. Be sure to read the PFDump FAQ document to learn more about the design of the
tool.

The tool has the following features:
e Lightweight, fast, and flexible command line tool.
e Extracts forensic metadata from a Windows prefetch file.
e Analyzes a single prefetch file or a folder containing multiple prefetch files.
e Analyzes prefetch files on a live system for incident responders.
e Dumps prefetch metadata to stdout, TXT, HTML, or XML files.
e Computes MD5 and SHA1 hashes for each prefetch file.
e Self-contained binary — no other dependencies.
e Runs on Windows XP, Vista, 7.

The tool is used by forensic examiners and incident responders who need a quick
method to examine valuable forensic metadata from a Windows file. Common uses
include:

e |dentifying applications run on a Windows host and when.

¢ I|dentifying the full path to an executable run on a Windows host.
¢ |dentifying how many times and application has been run.

e Searching and sorting application execution time.

e Creating a timeline of applications run on a Windows host.

Tool Use
PFDump is designed to be fast and easy to use. All you need is the tool binary. You can

extract the Windows prefetch folder from an acquired forensic image using any capable
forensic tool such as EnCase, FTK, Hex-Ways Forensic and the Sleuthkit.

You can analyze the \Windows\Prefetch folder from a live host by simply copying the
folder to a USB thumb drive or a network share. You can also analyze the prefetch files
on a live system by passing the /I command line parameter.

Once you have a prefetch file or a folder containing prefetch files you want to examine,
run PFDump passing the name of the file or folder file on the command line with the /I
switch.

If you run the tool without any command line parameters, you will see a usage printout
shown in Figure 1.
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Figure 1: PFDump usage printout

—— PFDump — Prefetch Dump Tool —
— Uersion: U_BA_8 -
— Member of the Malware—Hunters Forensic Toolkit -
—— WUritten by Michael G. Spohn -
—— http:/#wuw.malware—hunters .neet -

—— Use this tool at your own risk -
—— HO UARRANTY* -

Usage: pfdump L[-d]1 [rh] [/i <stpr>] [1]1 [/m <str>] L[Yo <ste>] [ s] [/t]1 L[rsv]l [AU0] L[ w] L[rx]

sd, ——debug Create debug log

sh,. —help Display this notice

A, ——input=<{str> Input file or directory

#1, —local Process local prefetch files
s/m,. —hostname={str> Hostname

20, ——output=<{str> OQutput file — default: PFDump_localhost.txt
/8. ——stdout Report to stdout

#t, —localtimes Include local times

v, —uerhose Chatty output

U, —version Show version and exit

Zw, ——html HTHML report format

A¥. ——xml HML report format

C:sDatasSof tware PFDumpsuxWidgets“Helease>_

To analyze a prefetch file or folder use the /i switch followed by the name of the prefetch
file or folder containing multiple prefetch files.

The command line switches PFDump uses are described in Table 1 below:

Table 1: PFDump command line switches
Switch  Description |

/d Run in debug mode - creates a log file named PFDump.log

/h Prints usage text and exits.

i The prefetch file or folder containing multiple prefetch files to analyze
/l Analyze the prefetch file on the localhost (e.g. \Windows\Prefetch)
/m Use the provided hostname string in output filename and report hostname field.
/o Use the provided filename as the output filename.

/s Print tab delimited report to stdout.

It Include local times in report.

v Verbose mode - describes application actions.

v Prints tool version number and exits.

Iw Output report in HTML format.

/X OutEut reEort in XML format.

Report Formats

PFDump provides three report formats; tab-delimited text, HTML, or XML, If you do not
provide the /w (HTML) or /x (XML) switches on the command line, the output report will
be in tab-delimited text. Samples of the three report formats are shown in the below
tables.
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Figure 2: Tab-Delimited Report Format (Cols 1-6)

1 Filename Exe Hame Path Hazh Confirmed? Vol Serial# CreateTime (UTC)

2 |PrefetchACRORD32 EXE-S6D85281.pf ACRORD32.EXE 56065281 N 1ESTCAC  2011-04-1517:07:11:284
3 |PrefetchADOBEARK EXE-T1050342 pf ADOBEARM EXE 71050342 A 1ESTCAC  |2011-04-1517:07:11:315
4 |Prefetch\APNTEX EXE-9SEAGESD. pf APNTEX . EXE GSEAGESO N 1ESTCAC | 2011-04-1517:07:11:893
5 |PrefetchAUDIODG. EXE-BOFD3029. pf AUDIODG. EXE BOFD3029 N 1ESTCAC | 2011-04-1517:07:11:908
& |Prefetch\CL EXE-BBAEOF2ZB.pf CL.EXE 2BAEOF2B N 1ESTCAC  2011-04-1517:07:11:925
7 |Prefetch\CMD. EXE-4481B364 pf CMD.EXE 44818364 A 1ESTCAC | 2011-04-1517:07:11:855
2 |Prefetch\CONHOST.EXE-1F3ESDTE. pf CONHOST.EXE 1F3ESDTE A 1ESTCAC  2011-04-1517:07:11:971
9 |Prefetch\CONSENT.EXE-531BD9EA pf CONSENT.EXE 531BDOEA A 1ESTCAC | 2011-04-1517:07:11:986
10 | Prefetch\CONTROL. EXE-B817F2F10.pf CONTROL.EXE B1TFEF1D N 1ESTCAC  2011-04-1517:07:12:002

Figure 3: Delimited Report Format (Cols 7-11)

AccessTime (UTC)

2011-04-1517:07:11:284
2011-04-1517:07:11:315
2011-04-1517:07:11:853
2011-04-1517:07:11:8028
2011-04-1517:07:11:938
2011-04-1517:07:11:855
2011-04-1517:07:11:571
2011-04-1517:07:11:538
2011-04-1517:07:12:002

ModTime (UTC)
2011-04-15 17:05:47:082
2011-04-15 02:31:37.854
2011-04-15 16:17:18:592
2011-04-15 17:05:24:505
2011-04-13 12:53:38:402
2011-04-15 16:35:11:317
2011-04-15 16:35:11:544
2011-04-15 17:06:30:705
2011-04-15 16:17:22:606

Last RunTime (UTC)
2011-04-15 17:05:36:910
2011-04-15 02:31:37.745
2011-04-15 16:15:44:380
2011-04-1517:05:14:458
2011-04-13 12:53:28:310
2011-04-15 18:35:01:152
2011-04-15 16:35:01:401
2011-04-15 17:05:30:35
2011-04-15 18:17:21:871

Run Count App Path
\DEVICE\HARDDISKWYOLUMEZ\PROGRAN FILES
\DEVICE\HARDDISKWVOLUMEZ\PROGRAN FILES
\DEVICE\HARDDISKNYOLUME2\PROGRAN FILES
\DEVICE\HARDDISKV OLUMEZWWINDOWS\SY ST
\DEVICE\HARDDISKYOLUMEZ\PROGRAN FILES
\DEVICE\HARDDISKY OLURMEZWWINDOWSISY ST
\DEVICE\HARDDISKNY OLUMEZVWWINDOWS\SY 3T
\DEVICE\HARDDISKY OLUMEZVWWINDOWS\SY ST
\DEVICE\HARDDISKY OLUMEZWWINDOWS\SY ST

Figure 4. Tab-Delimited Report Format (Cols 12-14)

MD5 Hash

SbeS4419435d56e3574147d525a77he
3791409101 bchbbfES4 f446bEbBec
T6a5cfbEB511e031 fi3ff7Sadc3eafl
23a460eeabbl1d95co2653ae05e6 164
8d697d2 céofeleal cB0b13483ceflse
cB7722c3209baB8aTas5alvarefZe7
554 3d140f8b1744314bb20edafab20
Sfa3fcaZcblgefcldabbaeZiebd7 o
87T735ed239:433410682778101e56138

SHA1 Hash

4bZ269b9cd1955bas7 11 c4d3e226380957 200401
Jedach353591b3ar 387 edladdacfetl2fioddadl
efZ21fcB8ffB508c50c8287 T M9d4elcadis1ab3aa
78f98bddSTad 77 Sadc4dff7Tedeb4do8cdrBraz2
1f7efS89c1dad7r032480db48b785a5%e0bdbchel
b79518dadal4933767eadsl edfy20d6cB4857TaZ
escd1605e14b008aa 77 ad755d856d1834decdd0
c8a53ad120047aaca83dd4fc2 1 cdadficcfdaads
4a2003af6154blasbS28abatcibdars4dfarefdd

Hostname
localhost
localhost
localhost
lncalhost
localhost
localhost
localhost
localhost
localhost
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Figure 5: HTML Report Format

Malware-Hunters.net Forensic Software Series

Prefetch Dump Report

Filename: Prefetch' ACRORD32 EXE-26B63281 pf Exe Name: ACRORD32EXE

Path Hash: 26B632581 Hash Confirmed: ¥

Volume Serial #: 1ESTCAC Run Count: 4

MD5 Hash: 3be344f9485d56e30f4147d3253a77be . SHAL Hash: 4b226%09cd1935ba3711c4d5222638003 7300401

Create Time (UTC) Access Time (UTC) Write Time (UTC) Last Run Time (UTC)

2011-04-1517:07-11:284 2011-04-15 17:07:11:284  2011-04-15 17:05:47:082 2011-04-15 17:05:36:010

Full Path: 'DEVICE'HAFRDDISKVOLUME2' PROGEAM FILES (X360 ADOBE FEADER 2 0 READER ACRORD32EXE

Hostmame: localhost

Filename: Prefetch' ADOBEARMEXE-T105D3A2 pf Fxe Name: ADOBEARMEXE

Path Hash: 7103D34A2 Hash Confirmed: ¥
Volume Serial #: 1E37TCAC Eun Count: 3
MDS Hash: f37%4b%1 bl bebbag54fi46bobiec SHA] Hash: 3edac?333991b3a7367edlad8aefeb2fT04dadd

Create Time (UTC) Access Time (UTC) Write Time (UTC) Last Run Time (UTC)
2011-04-15 17:07:11:315 2011-04-15 17:07:11:315 2011-04-15 02:31:37:854 2011-04-15 02:31:37:743
Full Path: 'DEVICE'HARDDISKVOLUME2' PROGEAM FILES (X86)\COMMON FILES'ADOBE'ARM.\1 0" ADOEEARMEXE

Hosiname: localhost

Filename: Prefetch  APNTEX EXE-03EA6ES0.pf Exe Name: APNTEX EXE

Path Hash: 95E46E50 Hash Confirmed: ¥

Volume Serial #: 1E3TCAC Run Count: 1

MDS Hash: 76a5cfb88311e03 1f375ade03eafll SHAI Hash: ef221fcB6f8508c50c828777%4 002825126322
Create Time (UTC) Access Time (UTC) Write Time (UTC) Last Run Time (UTC)
2011-04-15 17:07:11:803 20011-04-13 17:07:11:393  2011-04-15 16:17:18:602 2011-04-15 16:16:44:380

Full Path: 'DEVICE'HARDDISKVOLUME2 PROGEAM FILES' DELL TPAD'APNTEX EXE

Hostname: localhost
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Figure 6: XML Report Format

<?xml version="1.0" encoding="UTF-8" 7=
- <PFDump_localhast>
- =PrefetchFile=
<filename>Prefetch\ ACRORD22.EXE-06B65281.pf < /filename=
<gxe_name=ACRORD3LEXE< exe_name>=
<path_hash>06B65281</path_hash=>
<hash_confirmed>N</hash_confirmed=
<wol_serial_no=1ESPCAC< vol_serial_nox>
<create_time_utc>2011-04-15 17:07:11:284</create_time_utc>
<@ccess_time_utc»2011-04-15 17:07:11:284=access_time_utc™
<write_time_utc>2011-04-15 17:05:47:082 < write_time_utc>
<run_time_utc=2011-04-15 17:05:36:910<run_time_utc>
<run_count>4</run_count>
<full_path>\DEVICE\HARDDISKVOLUME2\PROGRAM FILES (X86)\ADOBE\READER 9.0\READER\ACRORD32.EXE=/full_path=>
<md5_hash>5be544f0485d56e30f4147d525a77bc</md5_hash=
<shal_hash>4b2269b9cd1955ba5711c4d3e2263809575004b1</shal_hash=
<hostname>localhost</hostname=
</PrefetchFile>
- =PrefetchFile=
=filename>Prefetch\ ADOBEARM.EXE-7105D3A2.pf=/filename>
<gxe_name>ADOBEARM.EXE< sxe_name>
<path_hash=710503A2</path_hash>
<hash_confirmed>¥</hash_confirmed=
<wol_serial_no>1ESFCAC</vol_serial_no>
<create_time_utc=2011-04-15 17:07:11:315</create_time_utc>
<@ccess_time_utc>2011-04-15 17:07:11:315<access_time_utc™
<write_time_utc=2011-04-15 02:31:37:854 < write_time_utc=
<run_time_utc=2011-04-15 02:31:37:745</run_time_utc=>
<run_count=5</run_count>
=full_path=\DEVICE\HARDDISKVOLUME2\PROGRAM FILES (X86)%COMMON FILES\ADOBEVARM\1.0N\ADOBEARM.EXE</full_path=
<md5_hash>f370f4b01b1bcbb6654F446b6bBac=/mdS_hash>
<shal_hash>3edac®353001b3a7567e40a48aefet02ff64dad0=/shai_hash=
<hgstname>localhost=/hostname=
</PrefetchFile>
- =PrefetchFile=
=filename>Prefetch\ APNTEX.EXE-05E46E50.pf=/filename>
<gxe_name=>APNTEX.EXE</sxe_name>
<path_hash>05E46E50< path_hash>
<hash_confirmed=MN</hash_confirmed=
<wol_serial_no>1ESFCAC=/ vol_serial_no>
<create_time_utc>2011-04-15 17:07:11:893</create_time_utc>
<access_time_utc=2011-04-15 17:07:11:803</access_time_utc=
<write_time_utc>2011-04-15 16:17:18:602<write_time_utc>
<run_time_utc=2011-04-15 16:16:44:380=,run_time_utc>
<run_count=1</run_count>
=full_path>\DEVICE\HARDDISKVOLUME2\PROGRAM FILES\DELLTPAD\APNTEX.EXE=/full_path>
=md5_hash>76a5cfb68511e031ff3ff75adcd3eaf0=/mdS_hash=
<shal_hash>ef221fcB6ff3508c50c8287 7704a0cal051a62aa</shal_hash=
<hostname>localhost</hostname=
=/ PrefetchFile>
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Support

PFDump has been an extremely useful tool in our incident response forensic work. We
believe it will be a valuable addition to your forensic toolkit.

Please send bug reports and future enhancement requests to:
mspohn@malware-hunters.net.
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