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Introduction 

This document describes the features of the PFDump forensic tool. This tool provides a 
quick and easy way to extract forensic metadata from Windows prefetch files. It is 
designed to supplement your forensic tools such as EnCase, FTK, Hex-Ways Forensic, 
etc. Be sure to read the PFDump FAQ document to learn more about the design of the 
tool. 
 
The tool has the following features: 

 Lightweight, fast, and flexible command line tool. 

 Extracts forensic metadata from a Windows prefetch file. 

 Analyzes a single prefetch file or  a folder containing multiple prefetch files. 

 Analyzes prefetch files on a live system for incident responders. 

 Dumps prefetch metadata to stdout, TXT, HTML, or XML files. 

 Computes MD5 and SHA1 hashes for each prefetch file. 

 Self-contained binary – no other dependencies. 

 Runs on Windows XP, Vista, 7. 
 
The tool is used by forensic examiners and incident responders who need a quick 
method to examine valuable forensic metadata from a Windows file. Common uses 
include: 

 Identifying applications run on a Windows host and when. 

 Identifying the full path to an executable run on a Windows host. 

 Identifying how many times and application has been run. 

 Searching and sorting application execution time. 

 Creating a timeline of applications run on a Windows host. 

Tool Use 
PFDump is designed to be fast and easy to use. All you need is the tool binary. You can 
extract the Windows prefetch folder from an acquired forensic image using any capable 
forensic tool such as EnCase, FTK, Hex-Ways Forensic and the Sleuthkit. 
 
You can analyze the \Windows\Prefetch folder from a live host by simply copying the 
folder to a USB thumb drive or a network share. You can also analyze the prefetch files 
on a live system by passing the /l command line parameter. 
 
Once you have a prefetch file or a folder containing prefetch files you want to examine, 
run PFDump passing the name of the file or folder file on the command line with the /I 
switch. 
 
If you run the tool without any command line parameters, you will see a usage printout 
shown in Figure 1. 
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Figure 1:   PFDump usage printout 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
To analyze a prefetch file or folder use the /i switch followed by the name of the prefetch 
file or folder containing multiple prefetch files. 
  
The command line switches PFDump uses are described in Table 1 below: 
 

Table 1:  PFDump command line switches 

Switch Description 

/d Run in debug mode - creates a log file named PFDump.log 

/h Prints usage text and exits. 

/i The prefetch file or folder containing multiple prefetch files to analyze 

/l Analyze the prefetch file on the localhost (e.g. \Windows\Prefetch)  

/m Use the provided hostname string in output filename and report hostname field. 

/o Use the provided filename as the output filename. 

/s Print tab delimited report to stdout. 

/t Include local times in report. 

/v Verbose mode - describes application actions. 

/V Prints tool version number and exits. 

/w Output report in HTML format. 

/x Output report in XML format. 

  

Report Formats 
PFDump provides three report formats; tab-delimited text, HTML, or XML, If you do not 
provide the /w (HTML) or /x (XML) switches on the command line, the output report will 
be in tab-delimited text. Samples of the three report formats are shown in the below 
tables. 
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Figure 2:   Tab-Delimited Report Format (Cols 1-6) 

 

 
 
 
 
 
 
 
 
 

Figure 3:  Delimited Report Format (Cols 7-11) 

 

 
 
 
 
 
 
 
 
 

Figure 4:  Tab-Delimited Report Format (Cols 12-14) 
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Figure 5:  HTML Report Format 
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Figure 6:   XML Report Format 
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Support 

PFDump has been an extremely useful tool in our incident response forensic work. We 
believe it will be a valuable addition to your forensic toolkit. 
 
Please send bug reports and future enhancement requests to: 
mspohn@malware-hunters.net. 
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